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August 27, 2024
Shizuoka Railway Co., Ltd.
(Shizutetsu Hotel-Prezio Kyoto Karasuma Oike, Kyoto Shijyo)

Important Notice

(Continued) Apology and Notice Regarding Messages Leading to a Phishing Site

We would like to take this opportunity to apologize for the inconvenience and concern
caused to some customers who have made reservations at the Shizutetsu Hotel Prezio Kyoto
Karasuma Oike and the Shizutetsu Hotel Prezio Kyoto Shijo who have received a message
from a suspicious person posing as Booking.com, directing them to a phishing site. We

sincerely apologize again for any inconvenience and concern this may cause.

Regarding the "[Important Notice] Apology and Notice Regarding Possible Leakage of
Personal Information Due to Unauthorized Access and Distribution of Messages Leading to
a Phishing Site" posted on our website on August 19, 2024, we would like to report the details
revealed through an investigation by the relevant authorities, as follows. The following is a

report on what has been discovered as a result of the investigation by the relevant authorities.

1. Damage

We have confirmed that on Wednesday, August 14, 2024, the information management
system for online lodging reservations (hereinafter referred to as the "management system")
managed by our company was illegally accessed and phishing e-mails were distributed.

VNumber of phishing e-mails distributed: 151 at Karasuma Oike, 490 at Shijo

Regarding the possibility that a third party may have accessed the personal information of
customers registered in the management system, our investigation has not confirmed any
unauthorized access to personal or credit card information.

We ask that customers continue to be alert to suspicious messages, and if you receive such

a message, please do not access the link.

2. Future actions and measures to prevent recurrence
We have already changed the passwords for the management system and raised awareness
on our website, but we will take stronger security measures and thoroughly prevent recurrence

by continuing to educate our employees.

If you have any questions or concerns regarding this matter, please contact the hotel.



