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August 19, 2024
Shizuoka Railway Co., Ltd.
(Shizutetsu Hotel-Prezio Kyoto Karasuma Oike, Kyoto Shijyo)
Important Notice
Possible Leakage of personal information due to unauthorized access, and

Apology and Notice Regarding Delivery of Messages Leading to Phishing Sites

We have confirmed that some customers who have made reservations at the Shizutetsu
Hotel-Prezio Kyoto Karasuma Oike and the Shizutetsu Hotel-Prezio Kyoto Shijo have
received a message from a suspicious person directing them to a phishing site*.

At this time, we have not confirmed any leakage of customers' personal information, and
we are still investigating the details. We deeply apologize for any inconvenience and concern

this may cause to our customers.

1. Contents and Background of the Case

On Wednesday, August 14, 2024, we have confirmed that a suspicious person posing as
Booking.com sent a suspicious message to some customers, directing them to a phishing site.
In response to this, we have sent out a message to customers who have made reservations for
stays since Wednesday, August 14, and have immediately changed their login passwords to
the system that manages our reservations. We have not confirmed any similar incidents at any

of our hotels other than Karasuma Oike and Shijo.

2. Request to Customers

We ask our customers to be wary of direct mailings or fraudulent phone calls that may lead
you to believe that the online travel platform you used to make your reservation or our hotel
is the sender. We do not solicit credit card information or prompt payment via email or chat
on our reservation site from customers who have made reservations through us or our online
travel platform.

If you are not familiar with this information, please contact the online travel platform you

used to make your reservation or our hotel.
3. Future actions and measures to prevent recurrence
We are currently investigating the cause of the problem by contacting the relevant authorities

and taking all possible measures to prevent a recurrence.

We sincerely apologize for any inconvenience and concern this may cause.

(*) "Phishing sites" are fake websites that masquerade as real websites in order to fraudulently

obtain personal information, credit card numbers, etc. using deceptive methods.



